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PerfectMail Antispam/Antivirus Virtual/Physical Appliances
Detailed Features and Functions

PerfectMail Standard Features

PerfectMail Edition

Small
Business

Standard

Advanced

Enterprise

Easy Web Administration

]

Self training, self tuning

Subject Keyword black/white list

Message Body Keyword black/white list

Domain black/white list

IP black/white list

E-mail address black/white list

Intelligent Vacation Message handling

E-mail Spam Traps

Spam Advertising filter

Bayesian filter

Custom Spam Tagging

Custom Reject Message

Custom Message Trailers w. Images
(Disclaimers)
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Simple, 15 minute setup

=

=

X

=

PerfectMail Query & Reporting

PerfectMail Edition

Small
Business

Standard

Advanced

Enterprise

E-mail activity by user

]

E-mail activity by time

E-mail activity by domain

Message Look Up

Review/release blocked messages

Review/release delivered messages

Review outbound message queue

Daily, Monthly, Yearly Activity Graphs
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PerfectMail Edition Small Standard Advanced Enterprise
Business
Mail Server health check A ™ 4] ™
Router health check A %} 4| 4}
DNS service health check 4] %} ] %}
Customizable outbound mail relay 4] 4} 4| 4}
Customizable inbound mail relay 4 4} 4 4}
Valid e-mail address list A 4| 4| |
No filter e-mail address list 4] 4} 4 4}
No deliver e-mail list A 4| 4| |
No archive e-mail list A 4| 4| |
E-mail blast to all protected users 4 4| M 4|
E-mail blast to a protected domain 4] 4} 4| 4}
E-mail alerts to your cell phone 4 | | ™
E-mail alerts to your GMail, MSN, M | | |
Hotmail, Yahoo account
PerfectMail List Management
PerfectMail Edition Small Standard Advanced Enterprise
Business
Standard Black Lists Spamhaus Spamhaus Spamhaus Spamhaus
3" Party Black Lists M o} o o4}
PBL lists block e-mails from PC spam 4 | 4] ™
zombies
Grey Listing spam engine trap 4 4} 4 4}
Sender Policy Framework (SPF) blocking A 4| M |
Unwanted attachment lists 4] 4} ] %}
(customizable)
Spam spoofing Your-Domain trap 4] 4} 4 4}
Admin defined black, white, no check 4] | | %}
lists by domain, IP, E-mail address
Customizable keyword black and white 4] ™ 4] ™
lists
Block Originating E-mail by Country 4] 4} 4| 4}
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PerfectMail Network and Security Features PerfectMail Sizing and Limits
PerfectMail Edition Small Standard Advanced Enterprise PerfectMail Edition Small Standard Advanced Enterprise
Business Business
Force TLS E-mail Encryption by domain 4 | | A Maximum recommended Users 1-75 250 1,000 5,000
Static IP Address ] %} ] %} Max. disk space used for message store 20GB 50GB 200GB All Available
DHCP Assigned IP Address 4] 4 ™ 4 Dynamically grow message store space %] 4 4] ™
Supported DNS servers 3 3 3 3 Recommend CPU Single Core Single Core Dual Core Quad Core
Web Access via HTTP/HTTPS HTTP/HTTPS HTTP/HTTPS HTTP/HTTPS Recommended Memory 1GB 1.5 GB 2.5GB 4GB
Force HTTPS only ] %} ] 4| Message Store Maximum (in days) 7 30 90 180
Web Access via non-standard ports 4] ™ A ™ Max concurrent messages 32 64 128 256
SSH Access A 4| %} 4| Reserved Threads for known good peers 12 16 28 56
SSH Access via non-standard ports 4} | | | Maximum messages per day 250,000 500,000 1,000,000 2,000,000
Typical message filter time (seconds) 1to5 1to5 1to5 1to5
Typical message processing time (ms) 5to 100 5 to 100 5to 100 5 to 100
PerfectMail Antispam & Antivirus
PerfectMail Edition Small Standard Advanced Enterprise
Business PerfectMail Production and Disaster Recovery Installations
Realtime Antivirus M M M M PerfectMail Edition Small Standard Advanced Enterprise
Realtime Antispam ] 4} ] [} Business
Standard Black Lists Spamhaus Spamhaus Spamhaus Spamhaus Maximum Production PerfectMail Installs 1 1 2 4
Custom Black Lists 4 %} per license purchase
Realtime Spam filtering v v v Il\??;i]r:eugwu?ci;is::eer Recovery installs per 0 1 1 2
Message Archive ¥ M ¥ M Automatically queue and deliver inbound %] 4 %] 4
E-mail Replay Message Recovery A 4| | %} messages when protected mail server is
Easy Web Administration | o | ™ down
Embedded URL black list checking = o] @ o gtg;gget;cm gueue and send outbound “ © “ ©
Anti-phishing filter & & & & Max message queue size Limited by Limited by Limited by Limited by
Malicious web link filter 4 A 4] 4 disk disk disk disk
HTML abuse filter M 4| M %} E-mail resend by user M M ™M |
Referenced web site content filter 4 4 ™ 4 Recover/resend lost E-mails by %] 4 ™ ™
Domain age/activity filter M o} M o} date/time
Configuration Back Up and Restore 4] A 4] 4|
PerfectMail Active/Active Clustering 2 4
(max nodes)
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